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Executive Summary
FreeOSCloud HealthCloud is a sovereign, open-source Health IT platform that
delivers enterprise-grade clinical infrastructure at a flat monthly rate — with no
hyperscaler dependency, no per-seat licensing, and no data leaving the customer’s
premises.

It is designed to be operated by a hosting company as a managed service product,
turning commodity on-premises hardware into a fully featured, clinically compliant
cloud platform—at a cost structure that fundamentally undercuts every existing cloud
provider in the health IT market.

The opportunity is structural: hyperscaler Health IT is expensive, complex, and fragile
on data sovereignty. HealthCloud eliminates all three problems simultaneously.

The Problem with the Status Quo
Health organisations today face a painful choice:

Option Problem

AWS / Azure / GCP Health Cloud Expensive per-resource billing. Data leaves
the country. Vendor lock-in. Complex
compliance posture.

On-premises DIY Expensive to build. Expensive to maintain.
Requires deep specialist staff. No
economies of scale.

Legacy HIS Vendors Proprietary systems. High licence costs.
Slow upgrade cycles. No interoperability.

The result: Health IT infrastructure consumes a disproportionate share of clini-
cal budgets, delivering fragile systems that are hard to audit, hard to migrate, and
hostage to vendor pricing decisions.

What HealthCloud Delivers
HealthCloud is a complete, production-ready Health IT infrastructure platform, de-
ployable on standard x86 hardware. It provides:

Clinical Data Exchange
• HL7 v2.x ingestion via Mirth Connect (MLLP on port 2575)
• FHIR R4 transformation via Apache Camel K integration routes
• Event-driven messaging via Apache Kafka (Strimzi KRaft, 3-broker HA)

3



Executive Summary FreeOSCloud – Confidential

• Async task queuing via RabbitMQ (AMQP, clustered)

Identity & Access
• OIDC federation via Keycloak — single identity provider for all services
• Role-based access control down to the Kubernetes pod level
• HIPAA-aligned audit trail via Wazuh SIEM (every PHI access logged)

Infrastructure & Operations
• GitOps delivery via ArgoCD — every change is a git commit, every deployment
is auditable, every rollback is a one-line command

• Distributed storage via Longhorn — data replicated across nodes, surviving
individual node failures without data loss

• Full observability via Prometheus and Grafana — request rates, error rates,
latency, resource utilisation — all in real time

• Automated backup via Velero and MinIO — daily PVC snapshots, etcd snap-
shots, tested restore procedures

Security Posture
• Zero-trust network policies (default-deny, explicit allow)
• Container image scanning via Harbor and Trivy (blocks CRITICAL CVEs)
• Secrets management via Vault (Milestone 4)
• SSH access via Tailscale only — no public-facing attack surface
• UFW host firewall — LAN-only access to all management interfaces

The Shadow Architecture — Autonomous Operations
What makes FreeOSCloud structurally different from a standard platform deployment
is the Shadow Architecture: a hierarchy of autonomous AI agents that monitor,
maintain, and self-heal the platform continuously.

+------------------------------------------+
| FreeOSBot -- Master DevOps Agent |
| (Claude Sonnet -- reasoning engine) |
| |
| Receives alerts Decides actions |
| Executes remediation Reports to human |
| Manages child lifecycle |
+--------+-------------+-------------+------+

| | |
+-----+----+ +-----+----+ +----+-----+
|Watchman | |Watchman | |Watchman |
|HealthCld | | Backup | | Infra |
| | | | | |
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|pods | |velero | |nodes |
|certs | |minio | |disk |
|databases | |etcd | |memory |
|oidc | |restore | |cpu |
+----------+ +----------+ +----------+

How It Works
Watchmen are lightweight monitoring agents scoped to a specific domain. They poll
defined endpoints and resources, compare against fixed thresholds, and report any
breach to the master. They are designed to be simple, cheap to run, and immediately
replaceable if they fail.

FreeOSBot is the master agent. It receives escalations, applies reasoning, executes
remediation within defined safe boundaries, and contacts the human operator via
Telegram when human judgment is genuinely required.

The result: the platform operates autonomously through routine operational events
— pod crashes, certificate renewals, backup failures, resource pressure — without
requiring a human on call. Human operators are engaged only for decisions that
require human judgment.

Autonomous Remediation Scope
FreeOSBot acts without human intervention for:

• Pod restart (non-cascading)
• ArgoCD force-sync (idempotent)
• Certificate rotation
• Vault unseal
• Backup validation
• DNS patch (reversible)
• Scaling within defined replica ranges

It escalates to the operator for:

• Destructive operations (namespace deletion, PVC removal)
• Cluster upgrades
• Network policy changes
• Any unresolved condition lasting more than 2 hours

Business Value
For the End Customer (Health Organisation)
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Value Driver Quantification

No per-resource cloud billing Hyperscaler equivalent: 8,000–25,000
EUR/month for comparable stack.
HealthCloud: flat rate.

Data sovereignty by design Zero data egress. Full compliance with
national health data laws (GDPR, NESA,
local frameworks).

Vendor independence 100% open-source. No proprietary licences.
No lock-in. Switch hosting provider without
re-architecting.

Faster time to integration HL7, FHIR, and event streaming
pre-configured. Integration projects start
from working connectors, not blank
templates.

Operational resilience Autonomous monitoring reduces mean time
to detection to minutes. Autonomous
remediation reduces mean time to recovery
for routine failures to near-zero.

Auditability Every configuration change is a git commit.
Every PHI access is a Wazuh log entry.
Compliance reporting is automated.

For the Hosting Partner

Value Driver Description

High-margin managed service Hardware cost is flat. Operational cost is
low — autonomous agents reduce staff
hours substantially. Margin scales with
customer count, not headcount.

Replicable at will The entire platform is a git repository.
Deploying a new customer instance is a
parameterised operation — hours, not
weeks.

Sticky customer relationships Once a health organisation runs clinical
workflows on the platform, migration
cost is high. Churn is structurally low.

Upsell surface The platform is the foundation. Clinical
applications, specialised integrations,
training, and consultancy are natural
upsells on a stable recurring base.

Differentiated market position No other hosting company is offering a
turnkey, sovereign, FHIR-ready Health IT
cloud at a flat rate. This is a genuine
white space.
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The Flat-Rate Cost Model — Why It Changes the Market
Traditional cloud pricing for Health IT follows a consumption model:

Monthly bill = compute + storage + data transfer + licences

Every active patient record, every HL7 message, every API call adds to the bill. Cus-
tomers cannot predict their costs. Growth punishes them financially. Hyperscalers
profit from usage — they have no structural incentive to help customers run efficiently.

HealthCloud inverts this model:
Monthly bill = Fixed hardware lease + Fixed hosting margin

The hosting company’s cost structure is dominated by hardware depreciation and
power — both predictable and largely fixed. Operational cost is kept low by the
Shadow Architecture’s autonomous management layer.

The customer pays a predictable monthly fee regardless of workload. Growth is ac-
commodated by adding hardware nodes to the cluster — a one-time capital cost, not
an ongoing operating cost multiplier.

The Unit Economics Advantage
A single HealthCloud deployment on a 15,000 EUR hardware footprint can serve a
mid-sized hospital’s full integration layer. The equivalent hyperscaler bill for the same
workload is 10,000–25,000 EUR per month — an operating cost that never decreases
and compounds with every new service added.

Over a 3-year contract, the total cost of ownership difference is 300,000–800,000
EUR in favour of HealthCloud — on a single customer.

A hosting company with 10 customers on the platform is protecting 3–8 million EUR
in cumulative TCO value annually. That is the competitive moat.

Market Disruption Thesis
Why Now
Three forces have converged to create this window:

1. Regulatory pressure on data sovereignty. Governments across Europe, the
Gulf, and Asia-Pacific are legislating that health data must remain in-country. Hy-
perscaler architectures are structurally non-compliant with these requirements. Lo-
cal hosting is mandated, but local hosting has historically meant inferior capability.
HealthCloud closes that gap.

2. AI and automation have eliminated the operational cost of self-hosted in-
frastructure. The historical argument for hyperscaler Health IT was operational sim-
plicity: you bought managed services because managing infrastructure in-house was
expensive. The Shadow Architecture eliminates that argument. Autonomous agents
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handle routine operations at near-zero marginal cost. The operational advantage of
the hyperscaler no longer exists.

3. Open-source CNCF tooling has reached production maturity. Kubernetes,
ArgoCD, Strimzi, Keycloak, Longhorn, Wazuh — every component of HealthCloud is
production-grade, CNCF-backed, and battle-tested at scale. The risk of building on
open-source infrastructure is now lower than the risk of building on any single ven-
dor’s proprietary stack.

The Disruption Model
A hosting company deploying FreeOSCloud HealthCloud as a managed service is not
selling servers. It is selling a sovereign Health IT cloud — with the capability,
compliance posture, and operational reliability of a hyperscaler, at the economics of
on-premises infrastructure.

The go-to-market is straightforward:

1. Deploy HealthCloud on standard server infrastructure
2. Offer it as a managed Health IT cloud at a flat monthly fee per organisation
3. Replicate per customer in hours from the GitOps repository
4. Differentiate on sovereignty — data never leaves the country, full audit trail,

regulator-friendly
5. Expand via Shadow Architecture — autonomous operations mean more cus-

tomers without proportional staff growth

Competitive Position

Competitor Their Weakness FreeOSCloud Response

AWS HealthLake /
Azure Health Data
Services

Data leaves country.
Per-resource billing. US
law applies.

Sovereign. Flat rate. No foreign
jurisdiction.

On-premises DIY Expensive to build and
maintain. No standard
platform.

Turnkey from git. Autonomous
operations.

Legacy HIS
vendors (Epic,
Cerner,
InterSystems)

Proprietary. Expensive
licences. No cloud-native
operations.

Open-source. FHIR-native.
Cloud-native from day one.

Local IT
integrators

One-off builds. No
replicability. No margin
at scale.

Product model. Replicable. Scales
without proportional cost.

Platform Maturity
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Milestone Scope Status

M1 – Foundation k3s, ArgoCD,
Longhorn, Harbor,
Monitoring, Wazuh,
Keycloak

Complete

M2 – Identity Federation OIDC across all
services, RBAC,
Keycloak realm

Complete

M3 – Backup and DR Velero, MinIO, etcd
snapshots,
automated restore

Complete

M4 – Production Hardening Cilium CNI, TLS,
Vault, OPA policies,
Trivy enforcement

In Progress

M5 – Integration Layer RabbitMQ, Kafka,
Camel K, Mirth
Connect HL7/FHIR

Complete (Kafka
pending upstream fix)

Shadow Architecture FreeOSBot master
agent, Watchmen,
autonomous
remediation

Designed and
operational

16 of 18 ArgoCD applications are currently Synced and Healthy. 2 are blocked by an
upstream Strimzi/Kubernetes version incompatibility, with a fix expected in Strimzi
0.46.0.

Summary
A hosting company that deploys FreeOSCloud HealthCloud as a managed service is
entering a market where the dominant players are simultaneously disadvantaged on
price, sovereignty, and regulatory compliance.

The platform is built entirely on open-source tooling, deployed from a git repository
in hours, operated autonomously by AI agents, and priced on a model that makes the
total cost of ownership irresistible compared to hyperscaler alternatives.

The window for establishing market position is open now — before hyperscalers re-
spond to data sovereignty legislation with expensive, complex, proprietary sovereign
cloud products of their own. The moat is customer relationships, local compliance
expertise, and a platform that genuinely costs less to operate than anything the hy-
perscalers can offer.

FreeOSCloud HealthCloud is developed and maintained by Henrik Ibsen / eHealth-
Brains. For partnership enquiries: www.ehealthbrains.com
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